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SYSTEMS AND METHODS FOR STORING
DYNAMIC DATA

FIELD

The disclosed technology relates to systems and methods
for storing dynamic data, and more particularly, for storing
dynamic data within a single device used for conducting
transactions.

BACKGROUND

People typically carry around with them a variety of
physical cards such as transaction cards, 1dentification cards,
insurance cards, and the like, for purposes ol conducting
transactions or interactions with law enforcement, govern-
ment agencies, merchants, etc. Carrying around each of
these imndividual cards can be quite cumbersome; however,
necessary due to each card containing information required
for a umque purpose. Additionally, those types of cards
comprising photo identification (e.g., a driver’s license)
typically include a static image of the card holder, which can
become outdated especially as people’s appearances change
over time.

Accordingly, there 1s a need for improved systems and
methods for storing dynamic data. Embodiments of the
present disclosure are directed to this and other consider-
ations.

SUMMARY

Disclosed embodiments may include a device for storing
dynamic data. The device may include a capacitor config-
ured to receive power from an external power source, one or
more processors, a smart crystal display, and memory in
communication with the one or more processors and storing
first 1nstructions that are configured to cause the device to
perform a method for dynamically storing data. The device
may receive data corresponding to one or more transaction
cards associated with a first user. The device may receive
one or more first photographs of the first user, the one or
more first photographs associated with one or more first
respective dates and one or more first respective times. The
device may dynamically display, via the smart crystal dis-
play, a first most recent photograph of the one or more first
photographs by identifying a current date and a current time;
and determining the first most recent photograph of the one
or more {irst photographs by comparing the current date and
the current time with the one or more first respective dates
and the one or more first respective times associated with the
one or more first photographs. The device may receive a {irst
request from the first user to complete a first transaction, the
first request comprising a {irst selection to utilize first data of
the data corresponding to at least one transaction card of the
one or more transaction cards. The device may connect with
a computer terminal. In response to connecting with the
computer terminal, the device may retrieve the first data
corresponding to the at least one transaction card to enable
the first user to complete the first transaction; may receive a
second photograph from the computer terminal, the second
photograph associated with a second date and a second time;
and may update the dynamic display with the second pho-
tograph by determining a second most recent photograph of
the one or more first photographs and the second photograph
by comparing the current date and the current time with the
one or more first respective dates and the one or more {first
respective times associated with the one or more first
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photographs and the second date and the second time
associated with the second photograph.

In another embodiment, the device may include one or
more processors, a display, and memory 1n communication
with the one or more processors and storing first instructions
that are configured to cause the device to perform a method
for dynamically storing data. The device may receive data
corresponding to one or more transaction cards associated
with a first user. The device may store the data 1n the one or
more databases. The device may receive one or more
photographs of the first user, wherein the one or more
photographs correspond to one or more respective dates and
one or more respective times. The device may dynamically
display a most recent photograph of the one or more
photographs by identifying a current date and a current time;
and determiming the most recent photograph of the one or
more photographs by comparing the current date and the
current time with the one or more respective dates and the
one or more respective times associated with the one or more
photographs. The device may receive a first request from the
first user to complete a first transaction, the first request
comprising a first selection to utilize first data of the data
corresponding to at least one transaction card of the one or
more transaction cards. The device may retrieve the first data
corresponding to the at least one transaction card to enable
the first user to complete the first transaction.

In another embodiment, the device may include one or
more processors, a display, and memory 1n communication
with the one or more processors and storing first instructions
that are configured to cause the device to perform a method
for dynamically storing data. The device may receive data
corresponding to one or more transaction cards associated
with a first user. The device may receive one or more
photographs of the first user, wherein the one or more
photographs correspond to one or more respective dates and
one or more respective times. The device may dynamically
determine a most recent photograph of the one or more
photographs by comparing a current date and a current time
with the one or more respective dates and the one or more
respective times associated with the one or more photo-
graphs. The device may dynamically display the most recent
photograph of the one or more photographs. The device may
receive a first request from the first user to complete a first
transaction, the first request comprising a first selection to
utilize first data of the data corresponding to at least one
transaction card of the one or more transaction cards. The
device may retrieve the first data corresponding to the at
least one transaction card to enable the first user to complete
the first transaction.

Further implementations, features, and aspects of the
disclosed technology, and the advantages oflered thereby,
are described 1n greater detail hereinafter, and can be under-
stood with reference to the following detailed description,
accompanying drawings, and claims.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

Reterence will now be made to the accompanying draw-
ings, which are not necessarily drawn to scale, and which
illustrate various implementations, aspects, and principles of
the disclosed technology. In the drawings:

FIG. 1 1s a block diagram of an example system that may
be used to dynamically store data, according to an example
implementation of the disclosed technology.

FIGS. 2A-2C are a block diagram of an example device
used for dynamically storing data, according to an example
implementation of the disclosed technology.
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FIG. 3 1s a flow diagram 1llustrating an exemplary method
for dynamically storing data, in accordance with certain

embodiments of the disclosed technology.

FI1G. 4 1s a flow diagram 1llustrating an exemplary method
for dynamically storing data, in accordance with certain
embodiments of the disclosed technology.

FIG. 5 1s a flow diagram 1llustrating an exemplary method
for dynamically storing data, in accordance with certain
embodiments of the disclosed technology.

DETAILED DESCRIPTION

Examples of the present disclosure relate to systems and
methods for dynamically storing data. In particular, the
disclosed technology relates to systems and methods for
receiving data corresponding to one or more transaction
cards associated with a first user, receiving photographs of
the first user, dynamically determining and displaying the
most recent photograph out of the recerved photographs, and
retrieving a portion of the data corresponding to one of the
one or more transaction cards 1n response to receiving a
request from the first user to complete a transaction. The
systems and methods described herein are thus necessarily
rooted 1n computer and technology as they utilize a single
physical device for purposes of dynamically storing and
displaying multiple forms of data.

Some 1mplementations of the disclosed technology will
be described more fully with reference to the accompanying
drawings. This disclosed technology may, however, be
embodied 1n many different forms and should not be con-
strued as limited to the implementations set forth herein. The
components described hereinafter as making up various
clements of the disclosed technology are intended to be
illustrative and not restrictive. Many suitable components
that would perform the same or similar functions as com-
ponents described herein are intended to be embraced within
the scope of the disclosed electronic devices and methods.

Reference will now be made 1n detail to example embodi-
ments of the disclosed technology that are illustrated in the
accompanying drawings and disclosed herein. Wherever
convenient, the same reference numbers will be used
throughout the drawings to refer to the same or like parts.

FIG. 1 1s a block diagram of an example system that may
be used to dynamically store data, according to an example
implementation of the disclosed technology. The compo-
nents and arrangements shown 1n FIG. 1 are not intended to
limit the disclosed embodiments as the components used to
implement the disclosed processes and features may vary. As
shown, a system 100 may comprise a device 102, further
described below with respect to FIGS. 2A-2C, interacting
with a server 104 via a network 106.

Server 104 may include a computer system configured to
generate and provide one or more websites accessible to
users, as well as any other individuals involved 1n accessing,
system 100°s normal operations. Server 104 may include a
computer system configured to receive communications
from device 102 via for example, a mobile application, a
chat program, an 1nstant messaging program, a voice-to-text
program, an SMS message, email, or any other type or
format of written or electronic communication. Server 104
may have one or more processors and one or more web
server databases, which may be any suitable repository of
website data. Information stored in server 104 may be
accessed (e.g., retrieved, updated, and added to) via network
106 and/or a local network by one or more devices or
systems of system 100. In some embodiments, server 104
may host websites or applications that may be accessed by
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device 102. For example, server 104 may host a financial
service provider website that a user device may access by
providing authenticated login information. According to
some embodiments, server 104 may include software tools,
similar to those described below with respect to device 102,
that may allow server 104 to obtain network identification
data from device 102.

Network 106 may be of any sutable type, including
individual connections via the Internet such as cellular or
WiF1 networks. In some embodiments, network 106 may
connect terminals, services, and mobile devices using direct
connections such as radio-frequency identification (RFID),
near-field communication (NFC), Bluetooth™, low-energy
Bluetooth™ (BLE), WiF1™, ZigBee™, ambient backscatter
communications (ABC) protocols, umversal serial bus
(USB), wide area network (WAN), or local area network
(LAN). Because the information transmitted may be per-
sonal or confidential, security concerns may dictate one or
more of these types ol connections be encrypted or other-
wise secured. In some embodiments, however, the informa-
tion being transmitted may be less personal, and therefore
the network connections may be selected for convenience
over security.

Network 106 may include any type of computer network-
ing arrangement used to exchange data. For example, net-
work 106 may be the Internet, a private data network, virtual
private network using a public network, and/or other suit-
able connection(s) that enable(s) components 1n the system
100 environment to send and receive imnformation between
the components of system 100. Network 106 may also
include a public switched telephone network (“PSTN)
and/or a wireless network.

FIGS. 2A-2C provide an example of a device 102 con-
figured to dynamically store data. FIGS. 2A-2C are
described simultaneously herein, as each sub-figure shows
the same physical device 102 yet displayed from diflerent
perspectives to 1llustrate different internal and external com-
ponents.

Device 102 may be configured at various sizes and/or
shapes and made of a substrate, such as plastic, metal, efc.
For example, device 102 may be a similar size and shape as
a standard transaction card (e.g., a credit card), a USB
memory stick, or a mobile phone case. A benefit of device
102 being a similar size and shape as a mobile phone case
1s that a user of device 102 may be able to physically connect
device 102 to the user’s mobile phone to eliminate the need
to carry around two separate objects. Additionally, the user’s

mobile phone may provide a charging source for device 102,
as further discussed below.

FIGS. 2A-2C provide an example of a device 102 shaped
like a standard credit card, which may include a front surface
210 containing one or more general characters 212 and one
or more personal identification characters 214, a back sur-
face 220, one or more side surfaces 230, a charging port 232,
a computer-readable chip 240, a display 250, a capacitor
260, a memory 270, one or more processors 280, and one or
more databases 290. In some embodiments, device 102 may
also 1include a magnetic strip. In some embodiments, device
102 may also include a machine learning model (MLM) that
may be trained, for example, to recognize when device 102
may receive a photograph of someone other than the user,
thereby reducing potential fraudulent activity, as further
discussed below. In certain implementations, a MLM may
issue commands 1n response to processing an event, 1n
accordance with a model that may be continuously or
intermittently updated. Moreover, processor 280 may
execute one or more programs (such as via a rules-based
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platiorm or the tramned MLM), that, when executed, perform
functions related to disclosed embodiments.

General characters 212 may contain non-sensitive infor-
mation, such as merchant or other entity identifiers (e.g.,
merchant logo, card carrier, etc.). General characters 212
may be formed primarily in one or more colors and/or one
or more materials. General characters 212 may be formed as
such 1n order to either blend 1n with or provide contrast with

one or more other features of device 102, e.g., front surface
210.

Personal 1dentification characters 214 may contain sensi-
tive information, such as personal information (e.g., name,
address, social security number, etc.), financial information
(e.g., card number, cardholder name, an expiration date, a
validation code, etc.), and the like.

Charging port 232 may be configured at various sizes
and/or shapes, and may be configured to be compatible with
various forms of charging devices, such as mnductive charg-
ing devices. That 1s, charging port 232 may comprise one or
more inductive charging coils to enable device 102 be
charged via inductive charging technology. In some embodi-
ments, an inductive charging device may itsell receive a
charge via, e.g., a USB device. For example, as discussed
above, a user of device 102 may charge device 102 via
inductive charging through the use of the user’s mobile
phone.

Chip 240 may be a smart chip or an integrated circuit. In
this regard, chip 240 may include a microprocessor and
memory, such as read only memory (ROM) and random-
access memory (RAM). Additionally, chip 240 may include
one or more contact pads to receive voltage to power device
102 and exchange signals with a terminal. In some embodi-
ments, chip 240 may be configured to execute one or more
applications. The applications may allow chip 240 to process
payments, for example, using a payment application. For
example, chip 240 may verily a cardholder via a method
supported by the terminal and agreed upon by chip 240.
Additionally, chip 240 may confirm the transaction, for
example, by verilying the cardholder, determining any pro-
cessing restrictions, authenticating oflline data associated
with the cardholder, or any combination thereof. In some
instances, the terminal may determine that the transaction 1s
required to be processed via online processing. In these
instances, chip 240 may generate a request authorization that
1s transmitted to the issuer, via the terminal. In other
examples, one or more applications may allow chip 240 to
determine whether a current transaction 1s a duplicate of an
carlier transaction. In further examples, one or more appli-
cations may allow chip 240 to perform cryptographic pro-
cessing, authenticate device 102, define risk management
parameters (e.g., when the transaction may be conducted
offline), digitally sign payment data, and verily the card-
holder. Additionally, or alternatively, chip 240 may be a dual
interface chip that provides for contact and contact-less
interfaces.

Display 250 may be capable of dynamically displaying
images, such as in the form of a smart crystal display, an
organic light-emitting diode (LED) display, a micro-LED
display, etc. Display 250 may be configured as a low
powered display, such as a ROM flashed-style liquid crystal
display. In some embodiments, display 250 may be solar
powered.

Capacitor 260 may be configured to receive power from
an external power source. In some embodiments, capacitor
260 may be configured to charge when device 102 connects
with a computer terminal. In some embodiments, capacitor
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260 may be configured to charge wirelessly via inductive
charging coil 262 when device 102 1s placed within an
clectromagnetic field.

Memory 270 may include one or more memory devices
that store data and 1nstructions used to perform one or more
teatures of the disclosed embodiments. Memory 270 may
also include any combination of one or more databases
controlled by memory controller devices (e.g., server(s),

etc.) or solftware, such as document management systems,
Microsoit™ SQL databases, SharePoint™ databases,

Oracle™ databases, Sybase™ databases, or other relational
or non-relational databases. Memory 270 may include soft-
ware components that, when executed by processor 280, as
described below, perform one or more processes consistent
with the disclosed embodiments. In some embodiments,
memory 270 may include one or more databases for storing
related data to enable device 102 to perform one or more of
the processes and functionalities associated with the dis-
closed embodiments.

Memory 270 may include, 1n some implementations, one
or more suitable types of memory (e.g. such as volatile or
non-volatile memory, RAM, ROM, programmable read-
only memory (PROM), erasable programmable read-only
memory (EPROM), electrically erasable programmable
read-only memory (EEPROM), magnetic disks, optical
disks, tloppy disks, hard disks, removable cartridges, flash
memory, a redundant array of independent disks (RAID),
and the like), for storing files including an operating system,
application programs (ncluding, for example, a web
browser application, a widget or gadget engine, and or other
applications, as necessary), executable mstructions and data.
In one embodiment, the processing techniques described
herein may be implemented as a combination of executable
instructions and data stored within memory 270.

Device 102 may also be communicatively connected to
one or more memory devices (e.g., databases) locally or
through a network. The remote memory devices may be
configured to store mnformation and may be accessed and/or
managed by device 102. By way of example, the remote
memory devices may be document management systems,
Microsoft™ SQL database, SharePoint™ databases,
Oracle™ databases, Sybase™ databases, or other relational
or non-relational databases. Systems and methods consistent
with disclosed embodiments, however, are not limited to
separate databases or even to the use of a database.

Processor 280 may include one or more of a micropro-
cessor, microcontroller, digital signal processor, co-proces-
sor or the like or combinations thereof capable of executing
stored 1nstructions and operating upon stored data. Processor
280 may be one or more known processing devices, such as,
but not limited to, a microprocessor from the Pentium™
family manufactured by Intel™ or the Turion™ family
manufactured by AMD™., Processor 280 may constitute a
single core or multiple core processor that executes parallel
processes simultaneously. For example, processor 280 may
be a single core processor that 1s configured with virtual
processing technologies. In certain embodiments, processor
280 may use logical processors to simultaneously execute
and control multiple processes. Processor 280 may 1mple-
ment virtual machine technologies, or other similar known
technologies to provide the ability to execute, control, run,
mampulate, store, etc., multiple software processes, appli-
cations, programs, etc. One of ordinary skill 1n the art would
understand that other types of processor arrangements could
be implemented that provide for the capabilities disclosed
herein.
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Processor 280 may execute one or more programs located
remotely from device 102. For example, device 102 may
access one or more remote programs that, when executed,
perform functions related to disclosed embodiments.

In accordance with certain example implementations of
the disclosed technology, device 102 may include one or
more storage devices configured to store mformation used
by processor 280 (or other components) to perform certain
functions related to the disclosed embodiments. In one
example, device 102 may include memory 270 that includes
instructions to enable processor 280 to execute one or more
applications, such as server applications, network commu-
nication processes, and any other type of application or
soltware known to be available on computer systems. Alter-
natively, the instructions, application programs, etc., may be
stored 1n an external storage or available from a memory
over a network. The one or more storage devices may be a
volatile or non-volatile, magnetic, semiconductor, tape, opti-
cal, removable, non-removable, or other type of storage
device or tangible computer-readable medium.

FIG. 3 provides a flow diagram 1llustrating an exemplary
method 300 for dynamically storing data, 1n accordance with
certain embodiments of the disclosed technology. Method
300 may be performed by one or more components of

system 100, as described above with respect to FIGS. 1 and
2A-2C.

In block 302 of FIG. 3, the system (e.g., via device 102)
may receive data corresponding to one or more transaction
cards associated with a first user. The one or more transac-
tion cards may comprise one or more of financial cards,
banking cards, medical cards, personal 1dentification cards,
insurance cards, merchant rewards cards, organization affili-
ation cards, vehicle cards, tickets, and the like, or combi-
nations thereof. In some embodiments, the system may
receive the data when connected to a computer terminal. For
example, a user associated with device 102 may manually
upload data corresponding to multiple transaction cards of
the user to the device 102 such that device 102 may store the
data, via, e.g., memory 270 or database 290, for later
retrieval. In some embodiments, the system may receive the
data via inductive technology (e.g., NFC, Bluetooth™, etc.).
This feature provides the added benefit of enabling a user to
carry around a single card or device, rather than having to
carry a multitude of transaction, 1dentification, etc., cards 1n,
¢.g., a wallet or purse.

In block 304, the system (e.g., via device 102) may
receive one or more first photographs of the first user, the
one or more first photographs associated with one or more
first respective dates and one or more first respective times.
In some embodiments, the system may receive the one or
more first photographs when connected to a computer ter-
minal athliated with, for example, an automated teller
machine (ATM), a merchant point of sale (POS), an entity
location, a government agency, etc. In some embodiments,
the system may receive the one or more first photographs via
inductive technology (e.g., NFC, Bluetooth™, etc.). In some
embodiments, the system may recognize a time and/or date
stamp associated with each received photograph, e.g., cor-
responding to when the photo was taken or when the photo
was received by the system.

In some embodiments, the system may utilize an MLM to
ensure each of the received one or more first photographs
corresponds to the first user. That 1s, each time the system
receives a new photograph, the MLM may compare the new
photograph to previously received photographs to ensure the
new photograph comprises an image of the first user and not
some other user (e.g., a fraudster). The MLM may be trained
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by providing the MLM with a training data that includes one
or more photographs each with one or more labels corre-
sponding to the one or more photographs. Based on the
training data, the MLM may classily unlabeled data sets,
such as each of the received one or more {irst photographs,
in order to determine whether each of the one or more first
photographs corresponds to the first user.

In such cases where the MLM determines any of the
received one or more first photographs does not correspond
to the first user, the system may be configured to transmit an
alert, for example, to a financial institution associated with
the first user, one or more user devices associated with the
first user, etc., to indicate potential fraudulent activity. This
teature provides the benefit of reducing potentially fraudu-
lent activity in the event an unauthorized user (e.g., a
fraudster) attempts to use a device 102 belonging to another
user.

In block 306, the system (e.g., via device 102) may
dynamically display (e.g., via display 250) a first most recent

photograph of the one or more first photographs by: 1den-
tifying a current date and a current time; and determining the
first most recent photograph of the one or more first photo-
graphs by comparing the current date and the current time
with the one or more first respective dates and the one or
more first respective times associated with the one or more
first photographs. That 1s, the system may be configured to
first be able to recognize a current date and/or time (e.g., via
network 106). The system may then be configured to com-
pare the current date and/or time with each of the respective
dates and times associated with each previously received
photograph, as described above with respect to block 304,
such that the system may determine which single photo-
graph 1s the most current.

In block 308, the system (e.g., via device 102) may
receive a first request from the first user to complete a first
transaction, the first request comprising a first selection to
utilize first data of the data corresponding to at least one
transaction card of the one or more transaction cards. In
some embodiments, the system may receive the request via
a computer terminal, e.g., a merchant POS terminal. For
example, a user may 1insert device 102 into the merchant
POS terminal and may receive a first prompt, ¢.g., on the
merchant POS terminal display or on the user’s mobile
device (e.g., via a push notification), to select which trans-
action card the user would like to use for completing a
transaction. The user may have, for example, ten diflerent
transaction cards stored on device 102, and as such, the first
prompt may notify the user of these ten transaction cards and
enable the user to select which card to use (e.g., via a user
input on a graphical user interface (GUI)). The user may
then receive a second prompt (e.g., via the same way the user
received the first prompt) asking the user if he or she would
like to continue using the selected transaction card each time
the user attempts to complete a transaction with the mer-
chant associated with the merchant POS terminal. In other
embodiments, the system may receive the request via an
online marketplace. For example, the user may attempt to
use device 102 to complete an online transaction. In such
case, the user may receive one or more similar prompts as
discussed above (e.g., via the user’s mobile phone), to select
which transaction card should be used to complete the
transaction and/or future transactions with the same mer-
chant. In other embodiments, a user may pre-assign each of
the one or more transaction cards stored on device 102 with
a respective one or more merchants. For example, upon
uploading the one or more transaction cards to device 102,
as discussed above, the user may have the capability to log
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into a web application via a GUI of a user device (e.g., a
mobile phone, laptop, etc.) to input which one or more
merchants should be assigned to the one or more transaction
cards. In such case, when the user later goes to use device
102 (e.g., at a merchant POS terminal), the system may be
configured to recognize which one of the one or more
transaction cards was previously assigned to the present
merchant (e.g., by recognizing or matching merchant i1den-
tification codes).

In block 310, the system (e.g., via device 102) may
connect with a computer terminal. That 1s, the system may
be required to be connected to a computer terminal (e.g., a
merchant POS terminal, an ATM, etc.) in order to retrieve
data and/or dynamically display data, as described further
below.

In response to connecting with the computer terminal, in
block 312, the system (e.g., via device 102) may retrieve the
first data corresponding to the at least one transaction card
to enable the first user to complete the first transaction. The
system may retrieve the first data based on receiving the
user’s request, as discussed above with respect to block 308.

In block 314, also in response to connecting with the
computer terminal, the system (e.g., via device 102) may
receive a second photograph from the computer terminal, the
second photograph associated with a second date and a
second time. The system may receive the second photograph
1s a sumilar fashion as 1t recerved the first photographs, as
described above with respect to block 304.

In some embodiments, the system may utilize an MLM to
ensure the received second photograph corresponds to the
first user, as discussed above with respect to block 304.

In block 316, also in response to connecting with the
computer terminal, the system (e.g., via device 102) may
update the dynamic display (e.g., display 250) with the
second photograph by determining a second most recent
photograph of the one or more first photographs and the
second photograph by comparing the current date and the
current time with the one or more first respective dates and
the one or more first respective times associated with the one
or more first photographs and the second date and the second
time associated with the second photograph. That 1s, each
time the system connects to a computer terminal, the system
may make an updated determination as to which photo-
graph, out of all received and/or stored photographs 1s most
current, and display (e.g., via display 250) that most current
photograph. This feature provides the added benefit of
enabling a user to always carry around a most recent photo
identification for purposes of conducting certain transactions
(e.g., interacting with law enforcement, government agen-
cies, etc.).

Method 400 of FIG. 4 1s similar to method 300 of FIG. 3,
except that method 400 1includes continuously receiving and
updating the displayed photo without having to connect to a
computer terminal, while method 300 includes connecting to
a computer terminal to receive and update new photos. The
descriptions of block 402, 404, 406, 408, and 410 are the
same as or similar to the respective descriptions of blocks
302, 304, 306, 308, and 312 and as such, are not repeated

herein for brevity.

Method 500 of FIG. 5 1s also similar to method 300 of
FIG. 3, except that method 500 includes continuously deter-
mimng and displaying a most recent photo without having to
connect to a computer terminal, while method 300 includes
connecting to a computer terminal to receive and update new
photos. The descriptions of blocks 502, 504, 506, 508, 510,

and 512 are the same as or similar to the respective descrip-
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tions of blocks 302, 304, 306 (corresponding to blocks 506
and 508), 308, and 312 of method 300 and as such, are not

repeated herein for brevity.

Example Use Case

The following example use case describes an example of
a typical user flow pattern. This section 1s intended solely for
explanatory purposes and not 1 limitation.

In one example, a user may upload data corresponding to

a plurality of transaction and 1dentification cards to a single
device, wherein the single device looks like a standard credit
card. The user may be able to carry around this single device
in lieu of a plurality of transaction cards (e.g., driver’s
license, medical insurance card, credit card, etc.). The single
device may be configured to receive a photograph of the user
when, for example, the single device 1s plugged mto a
merchant POS terminal. The single device may be able to
determine, based on time and/or date stamps associated with
cach received photograph, which photograph 1s most recent,
and may display the most recent photograph of the user via
a smart crystal display. The user may keep the device
charged by periodically charging the device via inductive
charging. The user may take the single device with him
when going to conduct a certain transaction, such as making
a purchase at a merchant POS. The user may insert the single
device mto the merchant POS terminal to complete the
certain transaction. The user may receive a push notification
on the user’s mobile device indicating that the user has
twelve transaction cards uploaded to the single device, and
asking the user which of the twelve transaction cards he
would like to use for completing this transaction. The push
notification may list the twelve transaction cards along with
a link labeled “select” next to each of the transaction cards.
The user may then select which card to use for the present
transaction. The user may then receive a second prompt
asking the user 11 he would like to use the selected transac-
tion card each time a transaction i1s attempted with that
particular merchant. The user may be able to respond to the
second prompt by clicking either a “yes” or “no” link
displayed within the push notification on the user’s mobile
device. Based on the user’s transaction card selection, the
merchant POS terminal may then be able to recognize the
data associated with the selected transaction card 1n order to
complete the transaction.

In some examples, disclosed systems or methods may

involve one or more of the following clauses:

Clause 1: A device comprising: a capacitor configured to
receive power from an external power source; one or
more processors; a smart crystal display; and a memory
in communication with the one or more processors and
storing structions that, when executed by the one or
more processors, are configured to cause the device to:
receive data corresponding to one or more transaction
cards associated with a first user; receive one or more
first photographs of the first user, the one or more first
photographs associated with one or more first respec-
tive dates and one or more {irst respective times;
dynamically display, via the smart crystal display, a
first most recent photograph of the one or more {first
photographs by: identilying a current date and a current
time; and determining the first most recent photograph
of the one or more first photographs by comparing the
current date and the current time with the one or more
first respective dates and the one or more {first respec-
tive times associated with the one or more first photo-
graphs; receive a first request from the first user to
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complete a first transaction, the first request comprising
a first selection to utilize first data of the data corre-
sponding to at least one transaction card of the one or
more transaction cards; connect with a computer ter-
minal; and in response to connecting with the computer
terminal: retrieve the first data corresponding to the at
least one transaction card to enable the first user to
complete the first transaction; receive a second photo-
graph from the computer terminal, the second photo-
graph associated with a second date and a second time;
and update the dynamic display with the second pho-
tograph by determining a second most recent photo-
graph of the one or more first photographs and the
second photograph by comparing the current date and
the current time with the one or more first respective
dates and the one or more first respective times asso-
ciated with the one or more first photographs and the
second date and the second time associated with the

second photograph.

Clause 2: The device of clause 1, wherein the one or more
transaction cards comprise one or more of financial
cards, banking cards, medical cards, personal identifi-
cation cards, insurance cards, merchant rewards cards,
organization afliliation cards, vehicle cards, tickets, or
combinations thereof.

Clause 3: The device of clause 1, wherein the one or more
first photographs are received from one or more of
automated teller machines (ATMs), point of sale (POS)
terminals, afliliated entities, government agencies, or
combinations thereof.

Clause 4: The device of clause 1, wherein the instructions
are Turther configured to cause the device to: determine,
via a machine learning model, whether the one or more
first photographs and the second photograph corre-
spond to the first user; and responsive to determining
the one or more first photographs or the second pho-
tograph does not correspond to the first user, transmit
an alert indicating potential fraudulent activity.

Clause 5: The device of clause 1, wherein the smart
crystal display 1s solar powered.

Clause 6: The device of clause 1, wherein the capacitor
charges when the device connects with the computer
terminal.

Clause 7: A device comprising: one or more processors; a
display; and a memory in communication with the one
or more processors and storing instructions that, when
executed by the one or more processors, are configured
to cause the device to: recerve data corresponding to
one or more transaction cards associated with a first
user; receive one or more photographs of the first user,
wherein the one or more photographs correspond to one
or more respective dates and one or more respective
times; dynamically display a most recent photograph of
the one or more photographs by: identitying a current
date and a current time; and determining the most
recent photograph of the one or more photographs by
comparing the current date and the current time with
the one or more respective dates and the one or more
respective times associated with the one or more pho-
tographs; receive a first request from the first user to
complete a first transaction, the first request comprising
a first selection to utilize first data of the data corre-
sponding to at least one transaction card of the one or
more transaction cards; and retrieve the first data cor-
responding to the at least one transaction card to enable
the first user to complete the first transaction.
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Clause 8: The device of clause 7, wherein the display
comprises a smart crystal display.

Clause 9: The device of clause &8, wherein the smart
crystal display 1s solar powered.

Clause 10: The device of clause 7, further comprising: a
capacitor configured to receive power from an external
power source.

Clause 11: The device of clause 7, wherein the one or
more transaction cards comprise one or more of finan-
cial cards, banking cards, medical cards, personal 1den-
tification cards, i1nsurance cards, merchant rewards
cards, organization athliation cards, vehicle cards, tick-
ets, or combinations thereof.

Clause 12: The device of clause 7, wherein the one or
more photographs are received from one or more of
automated teller machines (ATMs), point of sale (POS)
terminals, afhliated enfities, government agencies, or
combinations thereof.

Clause 13: The device of clause 7, wherein the instruc-
tions are further configured to cause the device to:
determine, via a machine learming model, whether the
one or more first photographs and the second photo-
graph correspond to the first user; and responsive to
determining the one or more first photographs or the
second photograph does not correspond to the first user,
transmit an alert indicating potential fraudulent activity.

Clause 14: A device comprising: one or more processors;
a display; and a memory 1in communication with the
one or more processors and storing instructions that,
when executed by the one or more processors, are
configured to cause the device to: receive data corre-
sponding to one or more transaction cards associated
with a first user; receive one or more photographs of the
first user, wherein the one or more photographs corre-
spond to one or more respective dates and one or more
respective times; dynamically determine a most recent
photograph of the one or more photographs by com-
paring a current date and a current time with the one or
more respective dates and the one or more respective
times associated with the one or more photographs;
dynamically display the most recent photograph of the
one or more photographs; receive a first request from
the first user to complete a first transaction, the first
request comprising a first selection to utilize first data
of the data corresponding to at least one transaction
card of the one or more transaction cards; and retrieve
the first data corresponding to the at least one transac-
tion card to enable the first user to complete the first
transaction.

Clause 15: The device of clause 14, wherein the display
comprises a smart crystal display.

Clause 16: The device of clause 15, wherein the smart
crystal display 1s solar powered.

Clause 17: The device of clause 14, further comprising: a
capacitor configured to receive power from an external
power source.

Clause 18: The device of clause 14, wherein the one or
more transaction cards comprise one or more of finan-
cial cards, banking cards, medical cards, personal 1den-
tification cards, insurance cards, merchant rewards
cards, organization athliation cards, vehicle cards, tick-
ets, or combinations thereof.

Clause 19: The device of clause 14, wherein the one or
more photographs are received from one or more of
automated teller machines (ATMs), point of sale (POS)
terminals, afliliated entities, government agencies, or
combinations thereof.
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Clause 20: The device of clause 14, wherein the instruc-
tions are further configured to cause the device to:
determine, via a machine learning model, whether the
one or more first photographs and the second photo-
graph correspond to the first user; and responsive to
determining the one or more first photographs or the
second photograph does not correspond to the first user,
transmuit an alert indicating potential fraudulent activity.

The features and other aspects and principles of the
disclosed embodiments may be mmplemented in various
environments. Such environments and related applications
may be specifically constructed for performing the various
processes and operations of the disclosed embodiments or
they may include a general-purpose computer or computing,
platiorm selectively activated or reconfigured by program
code to provide the necessary functionality. Further, the
processes disclosed herein may be implemented by a suit-
able combination of hardware, software, and/or firmware.
For example, the disclosed embodiments may implement
general purpose machines configured to execute soltware
programs that perform processes consistent with the dis-
closed embodiments. Alternatively, the disclosed embodi-
ments may implement a specialized apparatus or system
configured to execute software programs that perform pro-
cesses consistent with the disclosed embodiments. Further-
more, although some disclosed embodiments may be imple-
mented by general purpose machines as computer
processing instructions, all or a portion of the functionality
of the disclosed embodiments may be implemented 1nstead
in dedicated electronics hardware.

The disclosed embodiments also relate to tangible and
non-transitory computer readable media that include pro-
gram 1nstructions or program code that, when executed by
one or more processors, perform one or more computer-
implemented operations. The program 1instructions or pro-
gram code may include specially designed and constructed
instructions or code, and/or instructions and code well-
known and available to those having ordinary skill in the
computer software arts. For example, the disclosed embodi-
ments may execute high level and/or low-level software
instructions, such as machine code (e.g., such as that pro-
duced by a compiler) and/or high-level code that can be
executed by a processor using an interpreter.

The technology disclosed herein typically involves a
high-level design eflort to construct a computational system
that can appropriately process unpredictable data. Math-
ematical algorithms may be used as building blocks for a
framework, however certain implementations of the system
may autonomously learn their own operation parameters,
achieving better results, higher accuracy, fewer errors, fewer
crashes, and greater speed.

As used 1n this application, the terms *“component,”
“module,” “system,” “server,” “processor,” “memory,” and
the like are intended to include one or more computer-
related units, such as but not limited to hardware, firmware,
a combination of hardware and software, software, or soft-
ware 1n execution. For example, a component may be, but 1s
not limited to being, a process running on a processor, an
object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an applica-
tion running on a computing device and the computing
device can be a component. One or more components can
reside within a process and/or thread of execution and a
component may be localized on one computer and/or dis-
tributed between two or more computers. In addition, these
components can execute from various computer readable
media having various data structures stored thereon. The
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components may communicate by way of local and/or
remote processes such as 1n accordance with a signal having
one or more data packets, such as data from one component
interacting with another component in a local system, dis-
tributed system, and/or across a network such as the Internet
with other systems by way of the signal.

Certain embodiments and implementations of the dis-
closed technology are described above with reference to
block and flow diagrams of systems and methods and/or
computer program products according to example embodi-
ments or implementations of the disclosed technology. It
will be understood that one or more blocks of the block
diagrams and flow diagrams, and combinations of blocks 1n
the block diagrams and flow diagrams, respectively, can be
implemented by computer-executable program instructions.
Likewise, some blocks of the block diagrams and tflow
diagrams may not necessarily need to be performed in the
order presented, may be repeated, or may not necessarily
need to be performed at all, according to some embodiments
or implementations of the disclosed technology.

These computer-executable program instructions may be
loaded onto a general-purpose computer, a special-purpose
computer, a processor, or other programmable data process-
ing apparatus to produce a particular machine, such that the
instructions that execute on the computer, processor, or other
programmable data processing apparatus create means for
implementing one or more functions specified 1n the tlow
diagram block or blocks. These computer program instruc-
tions may also be stored 1n a computer-readable memory that
can direct a computer or other programmable data process-
ing apparatus to function 1n a particular manner, such that
the instructions stored in the computer-readable memory
produce an article of manufacture including instruction
means that implement one or more functions specified in the
flow diagram block or blocks.

As an example, embodiments or implementations of the
disclosed technology may provide for a computer program
product, including a computer-usable medium having a
computer-readable program code or program instructions
embodied therein, said computer-readable program code
adapted to be executed to implement one or more functions
specified 1n the tlow diagram block or blocks. Likewise, the
computer program instructions may be loaded onto a com-
puter or other programmable data processing apparatus to
cause a series of operational elements or steps to be per-
formed on the computer or other programmable apparatus to
produce a computer-implemented process such that the
instructions that execute on the computer or other program-
mable apparatus provide elements or steps for implementing
the functions specified in the flow diagram block or blocks.

Accordingly, blocks of the block diagrams and flow
diagrams support combinations of means for performing the
specified functions, combinations of elements or steps for
performing the specified functions, and program instruction
means for performing the specified functions. It will also be
understood that each block of the block diagrams and flow
diagrams, and combinations of blocks 1n the block diagrams
and flow diagrams, can be implemented by special-purpose,
hardware-based computer systems that perform the specified
functions, elements or steps, or combinations ol special-
purpose hardware and computer instructions.

Certain 1mplementations of the disclosed technology
described above with reference to user devices may include
mobile computing devices. Those skilled 1n the art recognize
that there are several categories of mobile devices, generally
known as portable computing devices that can run on
batteries but are not usually classified as laptops. For
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example, mobile devices can include, but are not limited to
portable computers, tablet PCs, internet tablets, PDAs, ultra-
mobile PCs (UMPCs), wearable devices, and smart phones.
Additionally, implementations of the disclosed technology
can be utilized with iternet of things (Io'T) devices, smart
televisions and media devices, appliances, automobiles,
toys, and voice command devices, along with peripherals
that interface with these devices.

In this description, numerous specific details have been
set Torth. It 1s to be understood, however, that implementa-
tions of the disclosed technology may be practiced without
these specific details. In other 1nstances, well-known meth-
ods, structures, and techniques have not been shown 1n detail
in order not to obscure an understanding of this description.
References to “one embodiment,” “an embodiment,” “some
embodiments,” “example embodiment,” “various embodi-
ments,” “one 1mplementation,” “an 1mplementation,”
“example i1mplementation,” “various implementations,”
“some 1mplementations,” etc., mdicate that the implemen-
tation(s) of the disclosed technology so described may
include a particular feature, structure, or characteristic, but
not every implementation necessarily includes the particular
teature, structure, or characteristic. Further, repeated use of
the phrase “in one implementation” does not necessarily
refer to the same 1implementation, although 1t may.

Throughout the specification and the claims, the follow-
ing terms take at least the meanings explicitly associated
herein, unless the context clearly dictates otherwise. The
term “‘connected” means that one function, feature, struc-
ture, or characteristic 1s directly joined to or 1 communi-
cation with another function, feature, structure, or charac-
teristic. The term “coupled” means that one function,
feature, structure, or characteristic 1s directly or indirectly
joined to or 1 communication with another function, fea-
ture, structure, or characteristic. The term “or” 1s intended to
mean an inclusive “or.” Further, the terms “a,” “an,” and
“the” are intended to mean one or more unless specified
otherwise or clear from the context to be directed to a
singular form. By “comprising” or “containing’” or “includ-
ing”” 1s meant that at least the named element, or method step
1s present 1n article or method, but does not exclude the
presence of other elements or method steps, even 11 the other
such elements or method steps have the same function as
what 1s named.

It 1s to be understood that the mention of one or more
method steps does not preclude the presence of additional
method steps or intervening method steps between those
steps expressly 1dentified. Simailarly, 1t 1s also to be under-
stood that the mention of one or more components in a
device or system does not preclude the presence of addi-
tional components or intervening components between those
components expressly 1dentified.

Although embodiments are described herein with respect
to systems or methods, 1t 1s contemplated that embodiments
with 1dentical or substantially similar features may alterna-
tively be implemented as systems, methods and/or non-
transitory computer-readable media.

As used herein, unless otherwise specified, the use of the
ordinal adjectives “first,” “second,” “third,” etc., to describe
a common object, merely indicates that different instances of
like objects are being referred to, and i1s not intended to
imply that the objects so described must be 1 a given
sequence, either temporally, spatially, in ranking, or 1n any
other manner.

While certain embodiments of this disclosure have been
described 1n connection with what 1s presently considered to
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understood that this disclosure 1s not to be limited to the
disclosed embodiments, but on the contrary, 1s intended to
cover various modifications and equivalent arrangements
included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a
generic and descriptive sense only and not for purposes of
limitation.

This written description uses examples to disclose certain
embodiments of the technology and also to enable any
person skilled in the art to practice certain embodiments of
this technology, including making and using any apparatuses
or systems and performing any incorporated methods. The
patentable scope of certain embodiments of the technology
1s defined 1n the claims, and may include other examples that
occur to those skilled i the art. Such other examples are
intended to be within the scope of the claims 1f they have
structural elements that do not differ from the literal lan-
guage ol the claims, or 1f they include equivalent structural
clements with insubstantial differences from the literal lan-
guage of the claims.

What 1s claimed 1s:

1. A system comprising:

One Or more pProcessors;

a device comprising a display; and

a memory in communication with the one or more pro-

cessors and storing instructions that, when executed by
the one or more processors, are configured to cause the
device to:
receive data corresponding to one or more transaction
cards associated with a first user;
receive one or more photographs corresponding to one
or more respective dates and one or more respective
times;
train a machine learning model (MLM) based on a
training data comprising one or more labeled pho-
tographs to generate a trained MLM, wherein the
MLM 1s stored on the device;
determine, via the tramned MLM, a first photograph of
the one or more photographs that does not corre-
spond to the first user;
responsive to determining the first photograph of the
one or more photographs does not correspond to the
first user, transmit an alert indicating potentially
fraudulent activity;
dynamically display, via the display, a most recent
photograph of the first user by:
identifying a current date and a current time;
determining, via the trained MLM, a second photo-
graph of the one or more photographs that corre-
sponds to the first user; and
determining the most recent photograph of the sec-
ond photograph of the one or more photographs by
comparing the current date and the current time
with the one or more respective dates and the one
or more respective times associated with the sec-
ond photograph of the one or more photographs;
receive a first request from the first user to complete a
first transaction;
send a prompt to a mobile device associated with the
first user, the prompt requesting the first user select
a transaction card of the one or more transaction
cards to apply to the first transaction;
cause the mobile device associated with the first user to
display the prompt via a graphical user interface
(GUD);
receive, from the GUI of the mobile device, a response
to the prompt comprising a first selection to utilize
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first data of the data corresponding to at least one
transaction card of the one or more transaction cards:
and

responsive to receiving the response, retrieve the first
data corresponding to the at least one transaction >
card to enable the first user to complete the first
transaction.

2. The system of claim 1, wherein the display comprises
a smart crystal display.

3. The system of claim 2, wherein the smart crystal 1¢
display 1s solar powered.

4. The system of claim 1, further comprising:

a capacitor configured to receive power from an external

power source.

5. The system of claim 1, wherein the one or more 15
transaction cards comprise one or more of financial cards,
banking cards, medical cards, personal identification cards,
insurance cards, merchant rewards cards, organization aflili-
ation cards, vehicle cards, tickets, or combinations thereof.

6. The system of claim 1, wherein the one or more 2Y
photographs are received from one or more of automated
teller machines (ATMs), point of sale (POS) terminals,
alhliated enfities, government agencies, or combinations
thereol.

7. A system comprising: 23

ONne Or mMore processors;

a device comprising a display; and

a memory in communication with the one or more pro-

cessors and storing instructions that, when executed by

the one or more processors, are configured to cause the 39

device to:

receive data corresponding to one or more transaction
cards associated with a first user;

receive one or more photographs corresponding to one
or more respective dates and one or more respective 3>
times;

train a machine learning model (MLM) based on a
training data comprising one or more labeled pho-
tographs to generate a trained MLM, wherein the
MIM is stored on the device: 40

determine, via the tramned MLM, a first photograph of
the one or more photographs that does not corre-
spond to the first user;

responsive to determining the first photograph of the
one or more photographs does not correspond to the 4
first user, transmit an alert indicating potentially
fraudulent activity;
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dynamically determine a most recent photograph of the
first user by:
determining, via the trained MLM, a second photo-
graph of the one or more photographs that corre-
sponds to the first user; and
comparing a current date and a current time with the
one or more respective dates and the one or more
respective times associated with the second pho-
tograph of the one or more photographs;
dynamically display the most recent photograph of the
first user;
receive a first request from the first user to complete a
first transaction;
send a prompt to a mobile device associated with the
first user, the prompt requesting the first user select
a transaction card of the one or more transaction
cards to apply to the first transaction;
cause the mobile device associated with the first user to
display the prompt via a graphical user interface
(GUD);
receive, from the GUI of the mobile device, a response
to the prompt comprising a first selection to utilize
first data of the data corresponding to at least one
transaction card of the one or more transaction cards;
and
responsive to recerving the response, retrieve the first
data corresponding to the at least one transaction
card to enable the first user to complete the first
transaction.

8. The system of claim 7, wherein the display comprises
a smart crystal display.

9. The system of claim 8, wherein the smart crystal
display 1s solar powered.

10. The system of claim 7, further comprising:

a capacitor configured to recerve power from an external

power source.

11. The system of claim 7, wherein the one or more
transaction cards comprise one or more of financial cards,
banking cards, medical cards, personal 1dentification cards,
insurance cards, merchant rewards cards, organization affili-
ation cards, vehicle cards, tickets, or combinations thereof.

12. The system of claim 7, wherein the one or more
photographs are received from one or more of automated
teller machines (ATMs), point of sale (POS) terminals,
alhiliated enftities, government agencies, or combinations
thereof.
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